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Session Objective

The ationale for

LearnaBeutidentity governance and denmsmme
commonuse cases whidPoint.
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Terminolo
JY < - security policies

© = L"symas ApacheCon NA, Miami 2017 Evglveum



Terminology
(L

provisioning ->

© = L"symas ApacheCon NA, Miami 2017 Evglveum




Terminology

Data

& & |
© symas ApacheCon NA, Miami 2017 Ev%_lveu i




10

Terminology Q
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What canldM do for yol®

Joo many accounts

Too few accounts

Have an idea of howmanyaccounts
Principle of least privilege

Know who did the assignment
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Yes, but what abo®t

1. Sensitive roles not managed properly

2.Too many, too few assigned, i.e. only one can
have this role

3.Accounts not properly assigned

4.Managers on leave

5.Adjudication

6.Changes made directly to target system
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In other words, we need

1. Access certification
2. Approvals

3. Notifications

4. Escalation

. Deputy
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What Is ldentity Governance?

Gartner says:

A Combines with 1AM functions to meet audit
and compliance obligations.
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What Is Identity Governance?

Radovan says:

A Highlevel business processes, business rules.
policies, organizational structures

A Combines with lowevel identity management
processes like data synchronization, system
Integration, data formats, data
transformation, network protocols

A Radovan Semancik, wiki.evolveum.com
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What Is Identity Governance?
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Role Based Access Control

(UA) (PA)
User Assign- Permission
ment Assignment

session_roles PRMS

user_
sessions
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Role Based Access Control

A RBACO ﬂ - Role Higrarchy
A Users, Roles, Perms, Sessmns S .
ARBAC1 \ ,/
A Hierarchical Roles n
A RBACZ \FERMISE’NS/
A StaticSoD T :;m .
ARBAC3 D) @

Higrarchical

A DynamicSoD
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ldentity Management and
Governance
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Solution midPoint

Apache
Software
HR Data License
2.0
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Architectural Overview

Requires Uses

A Java version 8 A Spring Framework
_ I component wiring

A Java SerVIet container A Apache W|Cket

| ) -
A Relational database & Cllofr?lr C;” erface

(any) -
i common connectors
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Architectural Overview

i IdM services, securi
User interface ty

s and Useraccount
components mappings

Subsystem

high-level components

~ i | f Customizable
dondt comn Lev tlt'mde
Low Level Configurable resource and
low-level components Subsystem  y Config

5 CO > account
e / management
Provisioning
/> Subsystem
3
data storage and Common data model,

task management Infrastructure <~ libs and low-level utils
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Demo

csConnector up

Details Defined Tasks Accounts Entitlements Generics Uncategorized Connector

RESOURCE IS UP MAPPINGS SCHEMA

d) HcmConnector »j Source 1 object types

0.0.1-SNAPSHOT Synchronization defined o
1 schema definitions

Capabilities
a a a a Q N Z ? <> &~ + @
Activation Activation Activation Activation Credentials Password Live sync Test Script Auxiliary Create Update Add/Removd
Lockout Status Validity Connection Object
Classes
- & (74 <[>
Delete Read Count Paged
Objects Search
Kind Object Class Intent Synchronization Tasks
ACCOUNT AccountObjectClass default true
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Resources & Connectors
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