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Session Objective 
 

 

    Learn about identity governance and demo some 
common use cases w/ midPoint. 
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The rationale for 

       ̂  
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Å Terminology 
Å Benefits 
Å Governance 
Å Architecture 
Å Demo 
Å Questions 
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identity  
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organizational  
    structures 
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< - security policies 
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provisioning ->  
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< - IdM System 



What can IdM do for you? 

1. Too many accounts 
2. Too few accounts 
3. Have an idea of how many accounts 
4. Principle of least privilege 
5. Know who did the assignment 
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Yes, but what about? 

1. Sensitive roles not managed properly 
2.Too many, too few assigned, i.e. only one can 

have this role 
3.Accounts not properly assigned 
4.Managers on leave 
5.Adjudication 
6.Changes made directly to target system 
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In other words, we need 

1. Access certification 
2. Approvals 
3. Notifications 
4. Escalation 
5. Deputy 
6. ΧΦ 
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What is Identity Governance? 
 

ÅCombines with IAM functions to meet audit 
and compliance obligations. 
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What is Identity Governance? 

ÅHigh-level business processes, business rules, 
policies, organizational structures 

ÅCombines with low-level identity management 
processes like data synchronization, system 
integration, data formats, data 
transformation, network protocols 
ÅRadovan Semancik, wiki.evolveum.com 
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What is Identity Governance? 
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Role Based Access Control 
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Role Based Access Control 
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ÅRBAC0 
Å Users, Roles, Perms, Sessions 

ÅRBAC1 
Å Hierarchical Roles 

ÅRBAC2 
Å Static SoD 

ÅRBAC3 
Å Dynamic SoD 
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Identity Management and 
Governance 
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Solution 
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Architectural Overview 

Requires 
ÅJava version 8 
 

ÅJava servlet container 
 

ÅRelational database 
 

Uses 
ÅSpring Framework 
ïcomponent wiring 

ÅApache Wicket 
ïuser interface 

ÅConnId 
ïcommon connectors  
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Architectural Overview 
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IdM services, security 
and User-account 

mappings 

resource and  
account 

management 

Common data model,  

libs and low-level utils 

data storage and  
task management 

User interface 

components 

high-level components 

donõt connect with   Ą  
low-level components  

1 

3 

2 

4 
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Demo 
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