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Objective

A Think about how a web app would behave, if
we sparedno expense for security.
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Agenda
[ 221 |G G2 SEI YLI S3X

1. ApacheFortress Deme- Java EE $pring Security

T https:// github.com/shawnmckinney/apach®rtiressdemo

2. FortressSAML Deme- Spring Security SP

T https:// github.com/shawnmckinney/fortressamtdemo
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Themes Covered

1.Simplicity

2.Common Sense

3.Household Analogies to explain
P2 Ke Q
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WithaTFSég OI @S| {
A Not cloud native

A Not microservices
A Not bigdata

Not a problem, same rules apply

¢
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And a couple of recommendations

Al AAa0SysZ R2y QU 0l
slides are published and have all
the detalls you need.

A{ |l @S ljdzSauArzya 7
got a lot of ground to cover).
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JSSE OpenSSL

Example #1 —

Confidentiality Confidentiality

A p aC h e Java Servlet Container

O HTTP EEJDBC [CJLDAPvV3

@ Confidentiality @Authorization

. HTTPS server

. HTTPS private key
Java EE AuthN & AuthZ
. RBAC Policy Decision Point
LDAP SSL client

. SSL public key

LDAP SSL server

. SSL private key

. Spring AuthZ

10.Web App AuthZ

11. DAO AuthZ

12. JDBC SSL client
Confidentiality 13. Database SSL server

Java Secure Socket Extension

Java EE Security

Fortress
Web App @

Demo e (11)(12)

Create | Read | Update | Delete

6000
Jutod uoisioaq Aaljod JvEY @ @ @ @

O©CoO~NOOHWN =

Links | Buttons | Controls

Page-level Role Check

Authentication | Coarse-grained Authorization

HTTPS Termination Point

https://github.com/shawnmckinney/apachéortressdemo
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The Five Security Layers of Java Web Apps

1.Java Secure Socket Java Secure Socket Extension
EXte n S | O n (J S S E) Java EE Security

2 . J ava E E SeCu rlty Spring Security

. ] Web App
3.Spring Security s Accss
4.Web App Framework S—
5.Database Functions

Authentication | Coarse-grained Authorization

0000C

Confidentiality
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Rationale for Each

1.JSSE——---mmme- privateconversations
2.Java EE Security------- deadbolion front door
3.5pring Security---------- locks on room doors

4 \\eb App Framework - lockson equipment in rooms
5.Database Functions-- contentfiltering

¢
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Two Areas of Access Control

1.Java EE and Spring Role Declarative
checks

2.RBAC Permission Programmatic
checks
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Start with Tomcat Servilet Container

EHTTP

%
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1 & 2. Enable HTTPS  sssshll

[ HTTP
@ Confidentiality

1. HTTPS server
2. HTTPS private key

1. Update the
Server.xml

2. Add private key

@m as ApacheCon NA, Miami 2017



Enable Tomcat TLS

1. Generate keystore with private key (StepsS):

hitp://shawnmckinney.github.icdpachefortressdemo/apidocs/do€files/keys.html

2. Addthe following to server.xmil:

<Connector port="8443" maxThreads="200" scheme="https"
secure="true"

SSLEnabled{i NXzS &

keystoreFile=fi/ pat h/ mykeystor eo
keystorePass i * * * * * * ¢

clientAuth="false" ssIProtocol="TLS"/>

http://shawnmekinney.github.icApachefortressdemo/apidocs/doefiles/apachetomcat-sslhtm
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Change Tomcat TLS Enabled Cipher Suites

F/2VVSOu2N L2 Nphshyld Weak DiffieHellman ciphers
ciphers=
"TLS_RSA_WITH_AES_128_CBC_SHATLS_RSA_WITH_AES_256_CBC_SHATLS
CDSA_WITH_RC4_128 SHATLS_ECDH_ECDSA_WITHAES 928.TLS ECD
H ECDSA WITH_AES 256 CBC_SHATLS ECDH _RSA WITH RC4 128 SH/
DH_RSA_WITH_AES 128 CBC_SHA TLSREGDH

C

]
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3. Enable Java EE Secutitg ceadbol

[ HTTP
@ Confidentiality @Authorization
a. Update Webxml Java Servlet Container @
1. HTTPS server
Java Secure Socket Extension @ 2. HTTPS private key
b. Drop the proxy jar Java EE Security @ ¢ 3. Java EE AuthN & AuthZ—>

c. Addcontext.xml

d. Add fortress to pom.xml

Authentication | Coarse-grained Authorization

Confidentiality

HTTPS Termination Point

“
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Enable Java EE Security Realm

1. Java EE containe

I RR (0 2Wel.Xndl JQ 3 :
| ° protects this URL

<security - constraint>

<displ - name>My Project Security Constraint</displ - name> 1
e el o Corstanldspey " Automatically.
<web- resource - name>Protected Area</web - resource - hame>
<url - pattern>/wicket/*</url - pattern>

</web - resource - collection>

<auth - constraint> 2. A" USGTS mUSt
<role - name>DEM02_USER4whave this role to

</auth - constraint>

Coan configs gain entry.
<auth - method>FORM</auth - method> 3. Route unrauthN
<realm - name>MySecurityRealm</realm - hame>
<form - login - config> 7TECIUES'|:S tO my form

<form - login - page>/login/login.htmi</form - login - page>
https://github.com/shawnmckinney/apachéortressdemo/blob/master/src/main/webapp/WEBNF/web.xml
ApacheCon NA, Miami 2017 17



https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml

Enable Java EE Security Realm
S5NRL) GKS C2NINBaa wSIFfY tNRE

[root@IL1SCOLSP102 lib]# pwd
/usr/local/tomcat7/1lib

[root@IL1SCOLSP102 lib]# 1s -1 fortress*
-rw-r--r-- 1 root root 15119 Aug 29 12:37
[root@IL1SCOLSP102 libl# |}

Fortress Realm Proxyses dependencies within the web
appvia URLClassloader.

[root@IL1SCOLSP102 lib]# pwd
/usr/local/tomcat7/webapps/apache-fortress-demo/WEB- INF
[root@IL1SCOLSP102 1libl# 1s -1 fortress*

-rw-r--r-- 1 root root 502112 Aug 30 06:5

-rw-r--r-- 1 root root 22005 Aug 29 12:2¢
-rw-r--r-- 1 root root 789927 Aug 29 12:40
[root@IL1SCOLSP102 libl# |}

" Symas ApacheCon NA, Miami 2017 18



Enable Java EE Security Realm

Add context.xml to META - INF folder:

<Context reloadable="true">
< Realm className= Apache FortresfomcatRealm

Norg.apache.directory.fortress.realm.tomcat. Tc7AccessMdgrProxy !

defaultRoles="ROLE_DEMO2_SUPER_USER,DEMO2_ALL_ PAGES,
ROLE_PAGEI1, ROLE PAGEZ ROLE_PAGE3"

The set of role candidates ellglble todmtivedinto a session.

[>
</Context>

https://github.com/shawnmckinneyapachefortress-demablob/master/src/main/resources/ME TANF/context.xml

C

e E’symas ApacheCon NA, Miami 2017 19


https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://symas.com/javadocs/sentry/org/openldap/sentry/tomcat/Tc7AccessMgrProxy.html
https://github.com/apache/directory-fortress-realm/blob/master/proxy/src/main/java/org/apache/directory/fortress/realm/tomcat/Tc7AccessMgrProxy.java
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/META-INF/context.xml

Enable RBAC Policy Decision Poin
|l RR C2 NI NBaa 5SLIBohRBly O8 G2
<dependency>

<groupld>org.apache.directory.fortresggrbupld>
<artifactld>

fortressrealm-impl

</artifactld>
<version>2.0.RC2</version>
</dependency>

symas ApacheCon NA, Miami 2017 20
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4. Setup ... the security system
RB AC EHTTP [1LDAPv3

PDP

Policy Decision Point
a. Install

b. Configure

c. Use

@ Confidentiality @Authorization

1. HTTPS server

2. HTTPS private key

3.Java E AuthZ
RBAC Policy Decision Poi

A
5
S
i
&
g.
:
3
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ApacheDS & Fortress QUICKSTART

Apache Fortress 2.0.0-RC1-SNAPSHOT and ApacheDS Quickstart System Architecture

ApacheDS fl>
LDAPV3 dc=suffix Fortress web

JVM {} k<:

Legend
Partition
HTTP
LDAP JVM

https://qithub.com/apache/directoryfortress-core/blob/master/READMBUICKSTARNPACHEDS.md
) .

o Osymas ApacheCon NA, Miami 2017 22
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I OpenLDAP & Fortress QUICKSTART

Apache Fortress 2.0.0-RC2 and OpenLDAP Quickstart System Architecture

slapo-rbac \_| (-

OpenLDAP j>\
cn=audit Fortress web

EAdVA

cn=rbac

pwpolicy

Fortress rest

dc=suffix

LDAPv3

Native {}

JVM

https://github.com/apache/directoryfortress-core/blob/master/READMEBUICKSTARSLAPD.md

Legend
Overlays
DBs
HTTP
LDAP

ApacheCon NA, Miami 2017 23
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Use ANSI RBAC INCITS 359 Specification
RBACO -

I Users, Roles, Perms, Sessiol .

RBAC1 USERS
Assl;éliel':!ent PEImISSiDH\
Assignment
-5 Sassion R
) 2

T Hierarchical Roles

RBAC2
I Static Separation of Duties

RBACS
I Dynamic Separation of Duti

Sessions

y . Today we demo this
von symas ApacheCon NA, Miami 2017 24



Use RBAC Object Model

Six basic elements:

1. Userc human or machine entity

2. Rolec a job function within an organization
3. Object¢ maps to system resources

4. Operationg executable image of program

5. Permissiong approval to perform an Operation on one
or more Objects

6. Sessiorg contains set of activated roles for User

symas ApacheCon NA, Miami 2017



Use RBAC Functional Model

APIs form three standard interfaces:
Management and

| Config processes
1. Admi , Update, Delete
2. Revie ad, Search

3. Systew _
Demo runtime

2 processes
¢ v symas ApacheCon NA, Miami 2017 26



Use RBAC Functional Model

System Manager APIs:
http://directory.apache org/fortress/gertocs/latest/apidocs/org/apache/directory/fortressicore/imfACCESSMQrTm p|m|
1. createSession authenticate, activate roles
2. checkAccess permission check
3. sessionPermissiorgzall perms active for user
4. sessionRolesreturn all roles active
5. addActiveRole add new role to session
6. dropActiveRol& remove role from session

symas ApacheCon NA, Miami 2017
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5¢8
Enable
LDAP
SSL

~““symas

-1 confidentiality

LDAPv3 server

juiod uoisiaaq £aljod 9“1!@@ e °

ApacheCon NA, Miami 2017

EHTTP 1 LDAPvV3

@ Confidentiality @Authorization

1. HTTPS server
2. HTTPS private key
3. Java EE AuthN & AuthZ
4, i ecision Point
5. LDAP SSL clien
6. SSL public key
7. LDAP SSL server
. SSL private ke

28



Enable LDAP SSL Client

1. Import public key to java truststore:
http://shawnmckinney.github.io/apachdortress
demo/apidocs/do¢files/keys.html

2. Add tofortress.properties common hame
host=dap - server -domain - name.conr> .
i ™ in server cert

enable.ldap.ssl=true
trust.store=mytruststore

trust.store.password=changeit Can be found
St.store.onclasspath=true
e P — onclasspath

¢
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EnableApacheDS LDAFSIServer

LDAP - localhost - Configuration - Apache Directory Studio - o

File Edit Navigate LDAP Window Help

B & & | P w & v o E KiLDAP
fﬁ": LDAP Browser =0 |&E dc=example,dc=com l4 localhost - Configuration £ =0 -
@ | & | %] ¥ |LDAP/LDAPS Servers & | 4 2=
vi|[= v 2[4
— LDAP/LDAPS Servers Supported Authentication Mechanisms =
S RO ¥ Enable LDAP Server @ simple @ GSSAPI &
= (& Root DSE (5) Port: 10389 (Default: 10389) ¥ CRAM-MDS & DIGEST-MDS
1.Import keystore
.
= Port: 10636 (Default: 1063¢
# & ou=config or {hetad ’ Provider: com.foo.Bar

+ & ou=schema Limits

¥ GSS-SPNEGO

with Apache
Directory Studio

(I Bpokmarks

& ou=system Max Time Lig
Provider: com.foo.Bar

earches ¥'Size Limit (entries): 1000

SASL Setti
SSL/Start TLS Keystore ettings

SASL Host: ldap.example.com
Keystore: War{llb/apachedsf2.0.0—M19.’dEfsuttlconﬁmykaystore Browse...
(Default: ldap.example.com)

Passward: [Shangers SASL Principal: |ldap/ldap.example.com@EXAMPLE.COM

2.Restart
ApacheDS Server

& Show password (Default: ldap/Ldap.example.com@EXAMPLE.COM)

} SSL/Start TLS Cipher Suites Search Base Dn: ou=users,ou=system

(Default: ou=us:

dc=example,dc

Advanced

Overview | LDAP/LDAPS Servers |Kerberos Server | Partitions | Password Policies | Replication

& Modification Logs . Search Logs B oS

ONNECTION Ldap://localhost:10:
E 2015-02-15T18:0! 3

#1E05A (1 AAR: or

1 MO SeL ATTETEITE: Failad far MaccannTinn « MONTEY DEALSST Moceana TR - 14 Wndi £1 Brnnact Ahiact - 1o

0¥ & | Open Connection

http://shawnmckinney.qgithub.io/apachéortressdemo/apidocs/doefiles/apachedirectory-ssl.html
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Or Enable OpenLDAP SSL Server

Add locations of crypto artifacts to slapd server config:

TLSCACertificateFile /path/to/my/azertificate
TLSCertificateFile /path/to/my/servearertificate
TLSCertificateKeyFile /path/to/my/privatey

http://shawnmckinney.qgithub.io/apachdéortressdemo/apidocs/do€files/openldapssl.html
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9. Enable pr locks on the rooms
Spring

Security

EHTTP [ LDAPv3

@ Confidentiality @Authorization

1. HTTPS server

2. HTTPS private key

3. Java EE AuthN & AuthZ

4. RBAC Policy Decision Point
5. LDAP SSL client

6. SSL public key

7. LDAP SSL server

8. SSL private key
ﬁ, S-g-ring Authz >

a. Authorization Spring Security

Java EE Security @
O

b. Role mapping

Page-level Role Check

julod uoisioaq £aljod OVEH®® e °

Authentication | Coarse-grained Authorization
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Enable Spring Security

Add dependencies t@om:

<dependency>
<groupld>ora.sprinaframework.security</groupld>
<artifactld> gprin Security.core </artifactld>
<version>4.1.3.RELEASE</verSion>

</dependency>

<dependency>
<groupld>orag.sprinaframework.security</aroupld>
<artifactld> sprin Securityconﬁg </artifactld>
<version>4.1.3.RELEASE</verSion>

</dependency>

<dependency>
<groupld>ora.sprinaframework.security</groupld>
<artifactld: Sprin Securityweb </artifactld>
<version>4.1.3.RELEASE</verSion>

</dependency>
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https://github.com/shawnmckinney/apache-fortress-demo/blob/master/pom.xml

Add the Spring Context File to Apy

Oy I ofS {LINARy3IQa OwrelinfiEeld T

<contextparam>
<paramname>contextConfigLocation</paraname>
<paramvalue>

classpath: applicationContext.xml
</paramvalue>
</contextparam>
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https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml
https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/applicationContext.xml

Enable Spring Security Interceptor

<bean id="fgt T

org.springframework.security.web.access.intercept.FilterSecuritylnterceptor

<property name="authenticationManager" ref="authenticationManager"/>
<property name="accessDecisionManager" ref="httpRequestAccessDecisionManager"/>
<property name="securityMetadataSource">

<sec:filtersecuritymetadatasource useexpressions="false"> p ag e I eve I

<sec:intercept - url pattern=

7ié/ com. mycompany —pageatlithorization
_2cce sBOLE PAGED (declarative)

/

</sec:filtersecuritymetadatasource>
</property>

v By default name must contain ROLE _

C
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Role Mapping

Role Propagation betweelava EE &pring Security

Spring Security uses PreAuthenticatedAuthentication filter to get java EE role mappings.

From theapplicationContext.xml

FOSIFEY ARTHLINB! dZzi KSYGdAOFGSR! dZi KSYGAOIFGA2Yt NBR DA
class=brg.springframework.security.web.authentication.preauth

PreAuthenticatedAuthenticationProvider

<property name="preAuthenticatedUserDetailsService" ref="preAuthenticatedUserDetailsService"/>

</bean>
X
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https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/resources/applicationContext.xml

Role Mapping

Share Roles Between Java EE and Spring
[ 2YLX SGS tAa0 2F SwebaImot S NRBf Sa F2dzyR

<!--Declared in order to be used by Spring Secufity
<security - role>

<role -name>ROLE_DEMOZ2_SUPER_USER</rolename>
</security - role>
<security - role>

<role - name>ROLE_PAGEl</role - name>
</security - role>
<security - role>

<role - name>ROLE_PAGE2</role - name>
</security - role>
<security - role>

<role - name>ROLE_PAGE3</role - name>

</security - role>
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https://github.com/shawnmckinney/apache-fortress-demo/blob/master/src/main/webapp/WEB-INF/web.xml

10. Web App locks on equipment
Authorization

Add finegrained
checks:

a. Page links

b. Buttons

c. Other controls

C
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