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Benefits of Multiprotocol Systems




Benefits of Multiprotocol Systems

Connect++ CE O O

Expanded, flexible connectivity from the same Device

Reduce Design Costs

One SKU, single firmware build

Opens Path to loT Convergence

Applications can leverage best aspects of multiple standards, reduce lock-in
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Protocol Standards




Wireless Protocol Standards of Focus

£3 Bluetooth’

Bluetooth LE (4.0+)
Connect to smartphones, PCs
Accessories, Wearables, Beacons

Low power mesh protocol
Connect to smart home hubs
100s of smart home & lighting certified products

IPv6 network layer scalable to low power loT
Mesh network without Single Point of Failure
Border Routers: IP network gateways for mobile and cloud
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Use Cases for Multiprotocol Edge Nodes
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Network
with 10s-100s
of nodes

Device to Device
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Multiprotocol Platforms and Stacks




Integrated Microcontrollers with Multimode Radios

- Available from several MCU vendors
- Commonly based on ARM® Cortex®-Mx

« Most common multimode Transceiver
configuration: BLE and IEEE 802.15.4

- Various on-chip memory sizes
- Optimized for deep sleep low power
- Integrated security/ TRNG acceleration

Communications

Memories

512 kB Flash

128 kB SRAM

Timers

FlexTimers

Programmable
Delay Block

Periodic Interrupt
Timers

Low Power Timer

Independent Real
Time Clock
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Security
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Multi-Protocol Stacks for IoT Edge Nodes
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Device Application

BLE Controller IEEE 802.15.4 MACPHY
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Application Considerations




Multiprotocol MCU Application Considerations
Firmware System and RTOS
Manage Radio Concurrent Operation and Co-Existence
Sleep modes and wake-up patterns

OTA Updates

Application layer protocol and ecosystem

Security
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Concurrent Radio Protocol Operation API

typedef enum

{
gMWS_BLE_c,
gMWS_802_ 15 4 c,
gMWS_ANT c,
gMWS_GENFSK_c,
gMWS_None_c

} mwsProtocols t;

mwsStatus_t MWS_Register
mwsStatus t MWS_Acquire
mwsStatus_t MWS_Release
mwsStatus_t MWS_Signalldle
mwsStatus_t MWS_Abort

(mwsProtocols_t protocol, pfMwsCallback cb);
(mwsProtocols t protocol, uint8_t force);
(mwsProtocols_t protocol);

(mwsProtocols_t protocol);

(void);

uint32_ t MWS_GetInactivityDuration (mwsProtocols t currentProtocol);
mwsProtocols t MWS_GetActiveProtocol (void);
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Radio Co-Existence with MWS API

void MWS_CoexistenceEnable (void);
void MWS_CoexistenceDisable (void);

mwsStatus_t MWS_CoexistenceInit(void *rfDenyPin, void *rfActivePin, void *rfStatusPin);
mwsStatus_t MWS_CoexistenceRegister (mwsProtocols t protocol, pfMwsCallback cb);
void MWS_CoexistenceSetPriority(mwsRfSeqPriority t rxPrio, mwsRfSeqPriority t txPrio);

mwsStatus_t MWS_CoexistenceRequestAccess(mwsRfState t newState);
mwsStatus_t MWS_CoexistenceChangeAccess(mwsRfState t newState);
uint8_t MWS_CoexistenceDenyState(void);
void MWS_CoexistenceReleaseAccess(void);

typedef uint32 t(*pfMwsCallback) (mwsEvents t event);
typedef enum
{
gMWS_TInit c,
gMWS_Idle c,
gMWS_Active_c,
gMWS_Release c,
gMWS_Abort_c,
EMWS_GetInactivityDuration c
}mwsEvents_t;
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Multiprotocol loT Gateways




Gateways, Hubs, Border Routers

Gradual Transition from Application Layer Gateway to Network Layer Gateway
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NXP Modular 10T Gateway System Block Diagram
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256 MB RAM
— DDR

1 GB FLASH
—— NAND
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—  SDIO

Host/Device
(Type A)

— USB2.0

— USB2.0

Host/Device
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NFC Commissioning
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What's Next for Multiprotocol |oT




What’s Coming Next for Multiprotocol [oT Systems

Even more standards / protocols integrations at the edge:
Wi-Fi
LPWAN

Commercial / Professional use cases

Even more flexible radios

Mesh networks everywhere!

IPv6 (and end-to-end) everywhere!
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IP as Network Convergence Layer (Projection)

Device Application

dotdot LWM2M Weave

802.15.4/Thread Interface




Your Next Steps

NXP KW41Z

FRDM-KW41Z

USB-KW41Z

Modular Gateway Reference Design

NXP MCUXpresso Config Tools
KW41Z SDK Software and Design Tools

Influence standard spec definitions
Achieve quicker, certified interoperability
www.bluetooth.com  www.threadgroup.org  www.zigbee.org
Public events: ZigBee Winter Summit — Monday March 6, Austin, TX
Thread Technology Workshop — Monday March 27, Mountain View, CA

Zephyr, Mynewt, NimBLE, loTivity, OpenThread
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http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/kinetis-cortex-m-mcus/w-series-wireless-m0-plus-m4/kinetis-kw41z-2.4-ghz-dual-mode-ble-and-802.15.4-wireless-radio-microcontroller-mcu-based-on-arm-cortex-m0-plus-core:KW41Z
http://www.nxp.com/products/software-and-tools/hardware-development-tools/freedom-development-boards/nxp-freedom-development-kit-for-kinetis-kw41z-31z-21z-mcus:FRDM-KW41Z
http://www.nxp.com/products/microcontrollers-and-processors/more-processors/application-specific-mcus-mpus/bluetooth-low-energy-ble/bluetooth-low-energy-ieee-802.15.4-packet-sniffer-usb-dongle:USB-KW41Z
http://www.nxp.com/products/reference-designs/modular-iot-gateway-reference-design:IOT-MODULAR-GATEWAY
https://mcuxpresso.nxp.com/
http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/kinetis-cortex-m-mcus/w-series-wireless-m0-plus-m4/kinetis-kw41z-2.4-ghz-dual-mode-ble-and-802.15.4-wireless-radio-microcontroller-mcu-based-on-arm-cortex-m0-plus-core:KW41Z?tab=Design_Tools_Tab
http://www.bluetooth.com/
http://www.threadgroup.org/
http://www.zigbee.org/
https://www.zephyrproject.org/
https://mynewt.apache.org/
http://mynewt.apache.org/network/ble/ble_intro/
https://www.iotivity.org/
https://github.com/openthread/openthread

Hands-on Examples




Example 1: Thread Network Shell with Kinetis BLE Toolbox App

Smartphone to Device
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Heart Rate

Proximity

Thread Shell

Kinetis BLE Toolbox

Blood Pressure

®

FRDM-KW40Z Demo

Health Thermometer

OTAP

Running Speed and
Cadence

Wireless Console/
UART

Kinetis BLE Toolbox

Thread Shell

Kinetis BLE Toolbox

Connected
ifconfig
ifconfig
Interface 0: 6LoOWPAN
Link local address (LL64): fe80::df:7533:8e2b:2eef

Mesh local address (ML16):
fd70:9e98:f79c:dee2::ff:fe00:c00

Mesh local address (ML64):
fd70:9e98:f79¢c:dee2:31a3:2e86:602:52a0

Link local all Thread Nodes(MCast):
f32:40:fd70:9e98:f79c:dee2::1

Realm local all Thread Nodes(MCast):

{0 ifconfig ] D

Shortcuts Recent

coap NON POST ff33:40:fd70:9e98:f79c:dee2::1 /led off
coap NON POST ff33:40:fd70:9e98:f79c:dee2::1 /led off

coap NON POST ff33:40:fd70:9e98:f79c:dee2::1 [led off
coap NON POST ff33:40:fd70:9e98:f79c:dee2::1 /led off

coap NON POST ff33:40:fd70:9e98:f79c:dee2::1 /led on
coap NON POST ff33:40:fd70:9e98:f79c:dee2::1 /led on



https://itunes.apple.com/us/app/kinetis-ble-toolbox/id1049036961?mt=8
https://play.google.com/store/apps/details?id=com.freescale.kinetisbletoolbox

Example 2: Host SDK

Using Python Bindings (multimode.py) for Linux Host scenario

Available as part of KW41Z Connectivity Software Package
tools\wireless\host_sdk\hsdk-python\src\com\nxp\wireless _connectivity\test\imultimode.py

KW Host APl Wrappers — Python, Java

FSCI Packets — Objects Send Commands User Defined Actions Upon Events

NS

KW Host APl — Set of C Libraries

Device Detection Serial Communication Raw FSCI Packets FSCI over RNDIS

NS

Operating System

Windows Linux 0sS X

NS

Kinetis-W MCUs

FRDM-K64F &

FRDM-KW24D | TWR-KW24D512 | USB-KW24D512 FRDM-MCR20A

FRDM-KW41Z USB-KW41Z
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http://www.nxp.com/products/microcontrollers-and-processors/arm-processors/kinetis-cortex-m-mcus/w-series-wireless-m0-plus-m4/kinetis-kw41z-2.4-ghz-dual-mode-ble-and-802.15.4-wireless-radio-microcontroller-mcu-based-on-arm-cortex-m0-plus-core:KW41Z?tab=Design_Tools_Tab

Looking forward to your

Questions

alin.lazar at nxp.com
https://community.nxp.com/community/wireless-connectivity



https://community.nxp.com/community/wireless-connectivity

